KUBEPIIPECTYIHHHOCTDb

KubepripecTynHOCTh SIBIASIETCSI HOBOM M OJHOM M3 OBICTPOPa3BUBAIOLIUXCS
dbopMoii TpaHcHanmoHaNBEHOW TIpecTynHOCTH. CeTh MHTEpHET cTana mpakTUYeCKH
HE3aMEHUMBIM CPEACTBOM ITOBCEJIHEBHOM CBA3M M OOMeHa HH(OpMaIMen o
BCEMY MHUpPY, U MPECTYMHUKU HE MOTYT 3TUM HE€ MOJIb30BaThcs. [[Ba Muimuapaa
nosib3oBatenel MHTepHeTa mo BceMy MHUPY CO3JAIOT HACAIBHYIO Cpeny s
COBEpUICHUS TMPECTYIUICHUM, TJI€ MOXHO JEHCTBOBaTh AHOHMMHO M TOJIy4aTh
JOCTYT K JI000M MepcoHaIbHON HH(OPMALIUK, KOTOPYIO MBI, KeJjlas TOTO WM HET,
pasmeniaeM B ceTd. B mnocnemnue roasl Oe3omacHOCTh B ceTd HHTepHET
nojBepraercss 0oyiee Cepbe3HBIM Yyrpo3aMm, U OT NPECTYIUICHUH B Ti00aqbHOM
KHOepIpoCcTpaHCTBE CTpaaatoT Oosee 431 MUIUTHMOHA B3POCIBIX MOJIb30BATENCH.

Yrto Takoe kuOepnpecTynjieHue

B Hacrosmee BpemMs NpH XapaKTEPUCTHKE KOMIIBIOTEPHBIX MPECTYIUICHUN

UCIONIB3YETCSl LENbId  psii  MOHATHM: «UH(POPMAIMOHHOE MPECTYIJICHUEY,

«KUOEPIPECTYIIIEHUE», «IPECTYIUIEHHE B cepe KOMIBIOTEPHON HHpOpMauumn»,

«IPECTYIUIEHHE B CPepe BHICOKUX TEXHOJIOTUIN», KBUPTYATbHOE MPECTYILIICHUEY.
CormacHO JIeHCTBYIOLIEMY 3aKoHoOnaTenbcTBY PecnyOnuku benapycs, B

CoJIepKaHUE MOHITHS «KOMITbIOTEPHAS MPECTYIHOCTHY BKIKOYAIOT:

1) mpectymieHusi MPOTUB WHPOPMAINMOHHON Oe3omacHOoCTH  (MoaudUKanus
KOMITBIOTEPHON MH(POPMALIMH, HECAHKIIMOHUPOBAHHBIM JOCTYIl K KOMIIBIOTEPHOMN
uHpOpMallMy,  KOMIIBIOTEpHBIM  caboTaX,  HENpaBOMEpPHOE  3aBjaJIcHUE
KOMITBFOTEPHOM nHdopmaiment, pazpadoTka, VCIIOTB30BaHue 00 -
pacmpocTpaHeHre BPEJOHOCHBIX MPOrpaMM, HapylleHHe NPaBHil SKCIUTyaTaluu
KOMITbIOTEPHON CHCTEMBI MJIM CETH U IP.); a

2) XMILEHUs TyTeM UCTOIb30BaHUS CPEACTB KOMIbIOTEPHON TEXHUKY;

3) M3roTOBJICHWE M pPacHpPOCTPaHEHHE MOPHOIrpapUIECcKUX MaTepna:rIUB Wi
IPEIMETOB TMOPHOTPaUUECKOTO XapakTepa, B TOM YHCIE , n300pakeHreM
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4) unble | IpCETHy of-' [0J1b30BAHKEM
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Takum 00pa3zoM, K KOMIIbIOTEPHBIM
NpPeCcTYIUIEHUAM OTHOCSITCS IPABOHAPYIIEHUs, TPU  COBEPILIEHUH  KOTOPBIX
CpPEICTBAa KOMIIBIOTEPHOM TEXHHUKHM BBICTYNAIOT KakK OpyAHs COBEpPLICHUS
IpECTYIUIEHUs JTM00 KaK IpeaMeT MPECTYITHOTO NOCAraTelbCTBA.

KubepnpecTynmHOCTh NPUHUMAET camble pa3iIuyHble (QOpPMBI, Yalle BCEro —
IIPECTYIICHUH, CBA3aHHBIX C IEPCOHAIBHBIMU JaHHBIMA. OHM MOT'YT COBEPIIATHCS
npu nomomy "¢gumuura" (oOMaHa monp3oBatTeneil cetn WHTEpHET ¢ LENbIO
3aCTaBUTh UX COOOILIUTH CBOM NEPCOHAJBHBIE JAaHHBIE), BPEIOHOCHBIX IPOrpamMm
(mporpaMMHOro oOecne4eHHs, yCTaHABIMBAEMOro 0Oe3 BeIOMa IIOJIb30BATENSA U
COOMPAIOILEr0 IEPCOHANBHBIE JaHHbIE) M B3JIOMa (HE3aKOHHOIO IIOJYy4YEHUS
yIaJeHHOrO JIOCTyNa 4y»oMy KoMmbloTepy). Kak mpaBuio, momoOHble METObI
NPUMEHSIOTCSI MOIIEHHUKAMU JIJIs1 KPaXXH JAHHBIX KPEIUTHBIX KapT U JEHEKHBIX
cpexnctB. Kpome Toro, uepe3 MHTEpHET BCE 4alle COBEPIUAOTCS NPECTYIUICHUS,
CBA3aHHBIE C HapyLIEHUWEM AaBTOPCKUX IMpaB M IMpaB HHTEIUIEKTYaJbHOU
COOCTBEHHOCTH, a TaKXe€ pacHpoOCTpPaHEHUEM MaTepUaJoB C  JIETCKOM
nopHorpaduei u cueHaMu HaCUJIHsL.

Kak He cTaThb KepTBOil KHOepnpecTymieHus?

1. Hukorga, HUKOMY M HHM NPH KAaKHX O0OCTOSITEJILCTBAX He CO00IIATH
PEKBU3UTHI CBOMX OAHKOBCKHX CYETOB M O0AHKOBCKHMX KapT, B TOM YMHCIIEC
JUlaM, MPEICTABUBIIUMCS COTPYJAHUKAMH OaHKa WM TPaBOOXPAHUTEIbHBIX
OpraHOB, MPU OTCYTCTBUU BO3MOKHOCTH JIOCTOBEPHO YOEIUTHCS, UTO ITH JIFOIU
TE, 3a KOT'O ceOs BBIJIAIOT.
B cnyuyae mocTyrsieHus 3BOHKa «OT COTpPYJHMKa OaHKa» HEOOXOAUMO YTOUHUTH
ero damunuio, Homep TenedoHa, TMOCIe Yero 3aBepIIUTh Pa3roBOp M CAMHUM
MTO3BOHUTH B OaHK.
Heobxoaumo mpuHUMaTh BO BHUMAaHWE, UYTO peaJbHOMY COTPYIHUKY OaHKa
W3BECTHA cienyromas uHpopManus: GhaMuius IepiKareiis KapThl, MaclOpTHHIE
JTaHHBIE, KaKue KapThI 0(OpMIIEHBI, OCTaTOK Ha cuerTe.
He cnenyer coobmare B TenedOHHBIX pa3roBopax (Iake COTPYAHHKY OaHKa), a
TaK)Ke MOCPEJACTBOM OOIICHHUS B COIMAIBHBIX CETSAX: IMOJIHBIA HOMEpP KapTOYKH,
cpok ee neictBus, kog CVC/CVV (Haxopsuuecss Ha oOpaTHOM CTOPOHE KapThl),
JIOTUH W TapoJib K WHTEPHET-OaHKUHTY, MACHOPTHHIC JTaHHBIC, KOJOBOE CJIOBO
(uudpooi KOJ) u3 SMS-coo0uieHui.
B cnydae ecniu «coTpyaHUK OaHKa» B pa3roBope COOOIAET, YTO C KapTOUYKOU
MPOUCXOIAT HECAHKIIMOHUPOBAHHBIE TPaH3aKIIMU, HEOOXOIUMO OTBEYaTh, YTO BbI
npujeTe B OaHK JIMYHO, — BCE MOAOOHBIC BOMPOCHl HYKHO PelIaTh B OTIACICHUU
OaHKa, a HE 1o TenedoHy.
BHUMAHME: nomnume, umo compyoHuku 6AHKOBCKUX YUPeHCOeHUll HUK020d He
UCNONBL3YIOM OJIS1 C8A3U € KaueHmom meccenodicepwl (Viber, Telegram, WhatsApp).

2. J1ist OCyIIECTBJICHUS OHJIAWH-TIJIATEXKEeH HEO0OXOIMMO HCIIONIh30BaATh TOJBKO
HAJIS)KHBIC TUIATEKHBIE CEPBUCHI, 003aTEJILHO TNPOBEPsisi O0MEHHOEe HUMS
pecypca B aJipecHOi CTpoKe Opay3epa.



3. He caexyer XpaHUTh 0aHKOBCKHE KapThl, UX (poTorpadgpuu u peKkBU3NTHI B
MeCTaX, KOTOpble MOIYT ObITH JAOCTYIHBI INOCTOPOHHHMM JIMIIAM; 3TO €
OTHOCHUTCS K (ororpadusiM M UHBIM BUAAM HHGPOpPMALMU KOH(UIEHIMAIBHOTO
XapakTepa.

4. CnenyeT BO3Iep:KMBATbCA  OT  OCYLUIECTBJIECHHMS  OHJIAWH-IJIATEKeH,
CBSI3AHHBIX € MPEAOIJIATOM U NepeYHrcIeHHEM 3aJaTKOB 32 TOBapbI U YCJIYIH,
0JIarOTBOPUTEIBHOM M CIIOHCOPCKOM TMOMOIIM B TMOJb3y OpraHU3aldid U
(U3HYECKUX JIMI] IIPH OTCYTCTBUHM JOCTOBEPHBIX JAAHHBIX O TOM, YTO Ha3BaHHBIC
CyOBEKTHI SIBJISIFOTCS TEMH, 3a KOT'O ce0s BBIJIAIOT.

5. He cTouT nepeyucisTh I€HEKHbBIE CPEJICTBA HA CYETA IJIEKTPOHHBIX KOLIEIBKOB,
KapT-cueTa OaHKOBCKMX IUIATEXKHBIX KapTouek, cyeta SIM-kapt mo mpocnOe
1oJib30Barejen ceTn HNurepHer.

6. lns nmoctyma K cCUCTEMaM JIMUCTAaHIIMOHHOTO OaHKOBCKOTO OOCITYXKHUBaHMUS
(uHTepHET-0aHKUHT, MOOWJIbHBIA OAHKHUHT), AJIEKTPOHHBIM IOYTOBBIM SIIIUKAM,
aKKayHTaM COIIMAJIbHBIX CETEH M MHBIM pecypcaM HeoOXOAUMO HCIO0JIb30BATh
CJI02KHbIE MapoJiM, HCKJIKYaliiue BO3MOXHOCTH HuX moadopa. Crour
BO3JIEPKAThCSl OT TMApOJIeH: JaT POXKACHUS, UMEH, QaMuWiIui — TO €CTh TeX,
KOTOpPBIE JIETKO BBIYMCIUTh W3 OOMIEAOCTYIMHBIX HCTOYHHKOB WH(MOpMAIuu
(Hanpumep, TeX xKe COLIMAJIbHBIX ceTeil).

1. HpI/I COCTAaBJICHMH IUIATCKHBIX JOKYMCHTOB Ba’KHO IPOBEPATH ILIATEC/KHBIC
PEKBH3UTHI moJyvdartesi ACHEKHBIX CpEaACTB.

8. [Ipn mocTymaeHUH B COIMAIBHBIX CETSAX COOOIIEHHWH OT JIMIl, COCTOSIIHX B
KaTETOPUU «APY3bs», C MPOChOaMU O MPEJIOCTABICHUN PEKBU3UTOB OAHKOBCKUX
IJATEKHBIX KApTOUCK He CJieAyeT OTBe4YaTh Ha IMOA00HBbIE COOOIIeHHUs, a
HEO00X0UMO CBSI3ATHCSI € JIAHHBIMHM  TOJIb30BATEJISAMH  HANPAMYIO
NMOCpPeACTBOM HHBIX CpeacTB CBSI3H.

9. [Ipu obHapyxeHuu (hakTa B3JIOMa aKKayHTOB COITMAIBHBIX CETed HEOOXOIUMO
HE3aMEJINTEILHO BOCCTAHABIIMBATh K HHUM JIOCTYII C TIOMOIIBIO CITY>KOBI
NOAACPKKU MO0 OJOKUPOBATH, @ TAKXKE MPEeAyINpexaaTh o0 3ToM (akTte Juil, ¢
KOTOPBIMH  OOIaJMCh  TOCPEACTBOM  JAHHBIX  COIMAIBHBIX  CETEH.
10. Heaib3st OTKpbIBaTh (ailyibl, MOCTYNAKOIIME ¢ HE3HAKOMBIX a/IpecoB
3JIEKTPOHHON MOYTHI M AKKAYHTOB MeCCEH/IZKEPOB; HE IMEPEXO/IUTh IO CCHUTKAM
B COOOIIIEHUSIX 0 pu3ax U BBIUTPHIIIIAX.
11. Heo6xoauMo HCMOJIL30BaTh JIMIEH3MOHHOE NPOrpaMMHoe olecrneuyeHue,
peryJsipHo OOHOBJSITb NPOrpaMMHOe oO0ecriedYeHHEe ¢ ONEePALMOHHYI0
CHCTEMY; YCTAHOBUTH AHTHBHPYCHYIO POrpaMMy HE TOJBKO Ha MEPCOHATBHBIN
KOMITBIOTEpP, HO W Ha CMapTdOH, IUIAHIIET W PETYSIPHO OOHOBIATH €e.



12. CnengyeT 03HAKOMHMTb € T€PeYMCIeHHBIMH MNpPaBUJIaMH 0e30MaCHOCTH
CBOMX POJACTBEHHUKOB M 3HAKOMBIX, KOTOpblE B CHUJIy BO3pacTta WU
HEJ0CTAaTOYHOIO YpPOBHS (PUHAHCOBOM TI'PaMOTHOCTH MOTYT OBITh OCOOEHHO

YSI3BUMBI JIJIS1 ACUCTBUN KUOEPIPECTYITHUKOB.



